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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent the occurrence of case 
w here authentication/certification processing can not be executed 
properly by using the combination of authentication/ certificate 
devices. 

SOLUTION: Each of authentication devices 101-103 and certificate 
devices 104-106 supplies model information of its own device to 
other devices. Each of the authentication devices determines an 
authentication method corresponding to the model information of 
the certificate devices informed from the other devices, generates 
challenge data corresponding to the determined authentication 
m ethod and transmits the data to the other devices. When each of 
the certificate devices determines a certificate method 
corresponding to the model information of the authentication 
devices informed from the other devices and receives the challenge 
data from the other devices, each of the certificate devices 
determines the certificate method corresponding to the model 
information of the authentication devices informed from the other 
devices, then uses the determined certificate method to apply 
certificate processing to the challenge data and generates response 
data and transmits the data to the other devices. Upon the receipt 
Q f the response data returned from the other devices, the 
authentication devices 101-103 authenticate the response data. 
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m&m i ] mLvmmmzfr »»© ares 
ffl^fltw^j^fe^flMR^aft^n^t^ a*n^n 

*a^ffis«s8^ e>*»««tfa*n * n * t » er- r^i/gas 
&n&7D b =j;i/»*a«att»«»#»ftbfc«*« 

BBE7D h^;bfc:J:0ffl^iJ«StiE^tS*BEI8^*x 



BftlBflfffi«tt8£ffi*. 6 nfc»**«tt £ ti^ £ fir 5 § 

aa^^w^^^Hisv^Mscfijix^— u 
fca»r*»Kffiftffliiu 

as ut , ffl^ftj izmu l^- >oi/£ *$ » * 

[if ^ 5 ] ««©ffl€MHBME:7D b 3;i/tH:«»o 
«MB«Bff^fiJffl©^^i^>^ - l^7tf>;*glBBE 

tuie^ 2 fKij©^-— ^ncau 

SQi31MJK* s ¥V^^V>^ • l/^sK>^aSBIErD b^ 
bTlBMWWJfCf-t 1/ • b^^>^^B 

=i;i/fcas^Ta«T3*©4u mmsm^mmv?-* 
v>v • u^^o^sbhe^d b=3;i/ta^v^Ta«-r 

^fflBBE^n b3;i/fca6^t^Ta«1"*rD b^;i/MiiS 
a«Sfc*5»*BBESP(*N 

«W«Bf-^fiJffl(Z)^+l/>^ • U^sKV^fflBBEm b 

3;i/fcta^v^Ta«-r*rn b3^/»j*si«»t*o- 



(2) 



Printed by JPGaz 



f$HB¥10-304333 



Ac 

ft ^ 3 IBS6©51{M^^^Ao 
[0 0 0 1] 

[0 0 0 2] 

[0 0 0 3] JlT^^x*^ ^^^^^nfcBWft* 

[0004] ::t'f7 k=j if— b\ ewfeSf^^*iB» 
lft**^«J £E» bfc ga»»«*: *B£-r * Kf£W 



[0005] ^ne>©<asff36swi±-r*tttx wflMt 

mr*©*i»«b*>fei>o ^iE«8^©aEm*BS«fc: 
(is mm^SEBiwifli y > * usas* mm u 

stt**B*-*ittJ;^. 

[0006] ffl^fliicDiEatssjrasr*stff©«*fta 

[0 0 0 7] |3a©*^^^*ia«W^fc:Hto««W© 

— fllfc LTHI««*S«IS0/IEC9798-2k:|3S8$nSB& 
^iaBBE*«3b«»*« COBSE&tttt 

^©«e#S^^^-^clh35;<BSE«i8^bTiE 
0mch^*^bti^o ^<Bfc&fc*rBSE«l» 

[0 0 0 8] E?8«lggttHff^^gir;i/=fyXAi: 

#n&7 s -^tU'^*>^i:bTBBE«»lc»bTig 

To ^©v^7P>^*s«bfcBBE«sttsjiaBt*asa 

Bcjtoa^T^^'jXAtioTitftSo are 
i»^i/>^r^ i:-isc-rnHe«ffl!ittB8ttffl¥«i 
SBE-r^o — ^isiBfiEtt— ^aMB^cDiEattifltos 

ClBEfllibfcl*ja-e»T-r*^ ±K^JB«:BaE«B8i:E 
WBWft ATW JKfJ-5 - i: \z X 5 , 
jEattftWBbT*J:^ (dtiH3D5lRlBBEi:«W<ix 

^ o ) o 
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[ 0 0 0 9] RiEtt*t:*5V^Tffl^e>*l*HS*aaftKtt 

[ooio] Amm^m^ ±ffimwm£m£m& 
mtzz ffl^Zo zcDfz&mwmzwmizisT&fr 

<D t S BSBHfcSS t & £ t&HE&t * BR* fcflfc & *FA * a&g** 

i&se»£ji« »; >^ *^ bres^r* - &&^ 0 

«S*fctttftffiE») ^^i:^«o tot^b^: 
[0 0 11] &H«Bt^SQftCtta«*Ji©it#|£ 

t)#^^*)CDhbte^. |£3l*ixfcBEB8«K:S#liB'ra 
WBRttlEmiS^&aAU >*S^bTBR*18fc:iS 

. [0012] &itmK&mmtt\m<DWttmz\sX 



«»iK*Jffl*aSik BBKfifc iEIB****««a»b 
[0 0 13] 

[«W* s »5*b«fc"5fcr*»H] ^C^T-ifT^p^H^ 

fiJK* s itbTi^*;:£:«u «f»S*C*x*6IB»bJ:«5. 
^—ti—te t^TWzM-f^ Z £T*2bZ>tiK BSE 

I£IiE • BEBBi^iE^fcfT^tt^iiV^^^aAsiB^bTb 

[0 0 14] ffiljLK&BBUBff^fiJffloBBE&asft^-r* 
BfiEWS^ iHMn»^Jffi€DBE«tt**r3E^ 

tts ffl*Ha>IEatt**IW7f*3teV> 0 *fc* BSEW8I& 
;\~ 2*3 dn&C0 2^©«»ttx ffi 

[ooi5] c©«fca^*«B*a»*tctt, tKom- 
- K**rkSM>iBi*#uffl©M2BiE^a**«"ra 

^**^BbTV^*»&^4)^ Ctife©W«ISttBBE N HE 

[0 0 16] b^b^SE«B§^Z5SE0^^* s S^^1g» 
OBBE^JKS^R^BEB^S^^T & S*fxlB** 
Wb-CM*»&x SS^tfS^^fiV^BIBMN HE0^ 

SVM-^±tt^iSv^BE^^ IEW»ttOT;i/=fyXA 
&*bTV^T^, •^n^tfSffl^tlT^fcoTbS'S 

^ Bffi^XWEWWS^fi^tt^ttv^x «B«*I»W- 

i\ s±tx4 s iev>4iiiaiBW5pjfflcDBiE»ax sebj^^ 

[0 0 17] SLt s *B*«BIES«**Hfc^lRoTSBW 
IT S fc C ©HJHAttffi¥«BEtt«K:IHoT»^ 
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ft fltf AfMFfmftHff »fl3 bT»» b «fc 5 i: UT b * 3 

[ 0 0 1 8 ] D. Bf^S^J^rn 
aEt-*^k#ffl< rae^t&RJBj !4ffl¥«BBEtt«ffK: 

7D >r3;i/OfiJffli)SqJfiB«tiifl v^^Afcr&^T, ffl^ 



TOO 1 9] 

[BBH*)SHfc-r« JJBBWIAn 



»e>«a« «#«*n£ n^TTliS^ titzwmm 

^TtToTol - 

h bTs mim^^mmzum^it? * x&x&zvv 
sixmi&tmmLxftVs MPEGsasicgi^tifc;* b y 

-A^— ^SJBSfceaSf 2>;:£#-e#£AV>^;* 1 0 7 
««^*. ^lE^^bTWtS^fg^CSbfe^ 0 - 

[0 0 2 1] Blfcfc ffl^BE^^AfcifettaEfiE 

1 0 1 £:§E0JIS£g 1 0 4 t*AVm> 1 0 7Tga»T**£ 
fcttjEMSfffc^&Stf* BBE«81 0 1 h^-Vi~)l>-3 

i o 8 titmtrzzt&mmitmmT* 



firaftfes ^-v^i^vt^-* 1 o 8 \zm&MM* 

MSKI £T £fi * ft fc RfMHHfcft"-- v ± 
;i/=j>e^-— 9 1 0 8^i:8KtBi**i«s IOV7h»)x 

[0 0 2 2] @2il ttKOBSEWS^ tt»©BE«B# 

0 1 fr&BfiE«88 1 0 3 STCDfflfifr 4:^ tE0Ji£6£t 1 0 
4fr*>SEIUI»8 1 0 6 S-COMtUfcfcftAWt* 107^ 

v^-;i/3>tro.— ^ i o 8 £SJ&£ft*w«ga#$>*;: 

[0 0 2 3] ^1— V^-;i/3>tTjL— ^ 1 0 8 ^(Dm^M 
f«(W)«EttJ*a»*fc«^ BSHWS1 0'1-BBE«»1 
0 3fcfcAVM* 1 0 7 fc«fc 6ffl«^iZ>ttSK:ten$tl^ 
Wx *©ffi*«©iEatt&BBE-j-afecDk1-*c BBEW 
SlOitts ^-*-AaA«M»bfc9«««CD±ffl« 

Bf-^fijffi y x a rJH^t- fc a & h f ^> o 

&HMW*JIBK7^J'J XAPublic_ver.2.6. Publ 
ic_ver.L3s «HB«Bt*f'JfflBaE^;i/=f U XASecret.v 
er . 2. 0, Secret_ver . 1.3, Secret_ver. 1 . 0t3 J: ^ ffl^fflJK 
BE**qJtBT»fc t)> # < ^<Z)llWMB«ai«*BBET 

iix6©&iiiiiewjfflBBEr>i/=jy 
xa> S6»iiBi-»«ifflBlE7 > ;i/=J u xa©^ % y 

[0 0 24] BSESfeU 1021*, ^ — Att *s§B» b 
fegfl^BcD^^Tfet), BSE4K8S1 0 liti^ 

tjuzi y x h><Dmm& rjist- * * © ^ -r * o ^> 

BHMPff^J^ ^;vrf y X APubl ic_ver. 1 . 3, S«B«H&-§- 
Slfll7;i/=ry XASecret^ver. 2.0, Secret_ver. 1.3, Seer 
et_ver . 1 . 0£ «k ^> ffl*ffllBSE*« RFffiT? * S^tt* 5 
fi * At ^ &mM^m m T)V * y X APub 1 i c_ver . 2 . 6T 
©BBEtt^RlttT?**. 

[0 0 2 5] BSE4S8S 10311 ^-^b— Att^BMBb 

^ii^bfcfe«), ^<®EIII*^k©SI^*JK^b 
T ^ 5 h v % -5 ffliJM t s fe S o wmtBttftim T )V 3" y X A 
Secret_ver.2. 0, Secret_ver. 1 . 3jb s RTIBT& t) s S^tt 
]^^^NNMM»WAi7^/=f y XAiiit^- b *fttu 

[0 0 2 6] IE0^^ 1 0 4 tts *-*-Aa#IW8 b 

«7;i/=f y xa, $as«Br5*jfflr;i/zf y xacdh^ 

RJi£T*$>£o &MBI»-9*Jffl?';i/=ry XAPublic^ver. 
2.6, Publ ic_ver. 1.3, S«BBS**Jffl7 > ;i/^y XASec 
ret_ver. 2. 0, Secret^ver . 1 . 3£ «t ^ffi^PJJIEB^^pjfg 
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[0 0 2 7] wmSi 105lt *—iJ-M±&M9& b 

=f y XAs s&a&flMff^* Jffir;i/=r y x a «*ft«w* 

f iJfflT;i/^ ! J XAPubl ic_ver. 1 . 3£ J; Sffl^HBBEljB 
S&ffi8IBt^3pJ^7';i/^ U XASecret_ver.2.0£ £3*1* 

fMTVl^y XAPubl icjrer.2.6T?0)ffi^BElBtt^ 
fB"C**. ffl^BIBSEXD h=j;i/©^(Osft»tt»v^ 
[0 0 2 8] BEBJltf&gS 106B, *-A*ti«WB u 

£ jg&i b Secret_ver ,1.3fc:<fc£ 

«±©cfc.3fcBBE«81 0 1~BEW»»1 0 6 

Xn h 3 -5 ft 2f ft h ifftft^fr-T * - * 

[0 0 2 9] HI 3 (a) te. B2fc*rfflfHMBBE*>;* 

ETCfe*. HI 3 (a) fc^Tffi^BSES'^Al*)©. 
flWifcBu &W»Bt**Jfflr;i/=* U XAPublic_ver.2. 
i5. Publ ic_ver. 1.3. S^StBg^fUJBT^" UXASecre 
t_ver.2.0. Secret_ver.l.3. Secret_ver. I. OCD^rib 

jj^-rz&o (NTi) . fiwmt^fyffl^^^y 

XAPubl ic_ver. 1 . 3. 8«8iBi**Jfll771/:J U X ASecr 
et_ver.2.0. Secret_ver. 1.3. Secret_ver.l.O£)^Tf£ 

jj*^-rz>&<D (*-rx2) > ssa*»t*«ifflT;i/^y 

XASeeret_ver. 2. 0. Secret_ver. 1 . 3(D^ff ttt&liT 

[0 0 3 0) 03 (b) B2^TEBE«»1 0 1 
-BEBi«» 1 0 6 H3 (a) 3— I* ©-5 

ft. ifCM0B=i— K^t^tlTV>^^^r« mzz.fl 

6<z)fiH«mi-»*ifflr;i/=J y xa. iwwwjsr^ 

rf yXAtfifa)cfc'5«crtST-&***EI4 (a) . 14 
(b) . 134 (c) ft#ffilfttf6KBr*. 
[0 0 3 1] B4 (a) tt Secret Jferl.0,1.3# if©* 

3fc*JB^fc**»*3**"« Secret.Verl.OTte. BSEHt 

■T?#*>ftfcE(kl,r)*^* U>^5r-*Chai: UTfiEBM 
iEWi«Stt«EB8«lkl*«WUT*$ 
?K tuia5 L ^lx>v^— ^^rfl-^bTff ?>tlfeD(kl,Ch 
a )*V^^>X^-^Resi:bT^;iE«SS^bTJl 

y^-^ResS^^U^^-^ChaiiitKU filial 



^ U>x t^ - — * ChaA* 1/ ^ ^ > ^ ^ Res i: — Sf ft « 

U BEBI«8CDjEatt*BBE-r*« 
[0 0 3 2] 124 (b) «SecretJter2.0#£©<fc?fc 
^je-ea&SA^^-To Secret_Ver2.0T*&. BSEttStt 
a»r*#B£U £ft£^*U>$^— *ChafcUTEB§ 

*5tK lu=B^^l/>> ? ^-^^B&^bbTf#^tlfcE(k 
1 , Cha) £ 1/ * * >x 5^-^Res £ bT BSE«»fc:*t b T 
MTo Z<D\sX&>7>5*— ^Res*S«bfcBBEtti»tt 
UXtfOX^— *Res£«*bT»&ftfcD(kl,Res)£-?- 
*U>^-*ChahJti&U «filS^tl/>^T 

«S»^*Ok*J(rU BEB8*IS©iEStt*BBE-r*. 

[0 0 3 3] (14 (c) fc&BMiHWfiJfli^U^yXA 
Public_ver. 1 . 3. ^IB«Hff^Jffi7';i/^ U XAPubl ic^v 
er . 2. 6*s ^CD J; t^jmx^ 2> fr&mTo Publ ic_Verl . 
3. 2.6T&. BBE«S»ttf5L«(r*«*U Ztit:^U 
^^-^ChahbTgEBSWSfcSSffll-r^o HEBJ3 

*B&^bbT«fttLfeE(kl,Cha)*V^5}<>^^— ^Res 
fcL/TBlEIIStWUTS-r. C<2l^X*>X:r-*Re 
s^atl feBIE«t»tt l/X^>^ 5*— ^Res * &BBfl*k2 
&ffiWC«^*r*o i©a-^»»)(k2,Res)i:^U> 

j*o*©k*jwu BEW»s©iEattftBaEr*. 

[0 0 3 4] B5 ttBSEttS 1 0 lXt«Ero«Sl 0 4 

■se«si o l.&mmz^TmwTZo wmmi o 1 
hlh 5 t^-r «t o ^BSEmi^ -f Tflwwaaftas 4 b 

BE^e^i-;i/|¥8 i:. BBEflUV^r >^-^^>f^ 1 1 

BBE^SSWSB 1 2 B8E#^-:/;i/«J$a3 1 
3 i:, BEEfllSflffilS 1 4 CS^a— ^— 4 1 t s TS-^ 
3-^-4 2 h> AV^^-^-4 3 £ti*t>te2>o 
[0 0 3 5] BBE«S*-f 7it«lSttffl4tts tSSH^- 
HSfiHilftW^^yWo BBE4KS10 1 
tts 4iWI8tHS^Jfflr;i/iJy XAPubl ic_ver.2. 6, Publ 
ic_ver. 1.3. $8ffiSIB&^fiJfl§T;i/rf U XASecret_ver. 
2.0. Secret_ver.l.3. Secret^ver. 1 .Otf^fr * s qJfg^ 
CDT\ 0 3 (b) S#RB*rn«BSE«S 1 0 ltt*>f X 
H3M1-^Ci:>b s t)^^o J;oTBSE«Sl 0 10DBSE 
-Y Xt«^1§»a5 4\zte$J7\ tfffimZtlT^ 

[0 0 3 6] BIrt$*a.— ;i4¥8BU 0 3 (a) ^^b 
fcffl^fflOBSES^ST ^ BSE^ v a. — ;i/Publ ic_ver . 2 . 
6. Publ ic^ver. 1.3. Secret_ver.2.0. Secret_ver. 1 . 
3. Secret_ver.l.0^^>^^)o BBE^E^ ^Public_ve 
r.2.6. Publ ic_ver. 1.3&. fiBB©tftliE«k2*Battr* 
7?yS/a«'Jt ^MMftBE^l/^yXAft^-r 
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jl — ;i/Pub 1 i c_ver . 2 . 6 N Pub 1 i c_ver . 1 . 3jWEH1" £ fill 
CD«ME«k2tt«H»§lftA 3 £ k#T* g 
[0 0 3 7] BfiK^a.— ;i/Secret_ver.2.0. Secret_v 
er.1.3, Secret_ver.l.O&, »ffi(©tftaE«klS83«bfc 

>is • UX#>X^BSEXn b^l/ftiBxftbfc^-X;!/ 
[0 0 3 8] H6fc BBE&a^-^WSWS 1 3 

it^^o ^BftMtttuaBBiisa r*>rxij ,e 

HIHiSii F*>f X4j «s raw*** 

*Uffir;i/^ r UXAPublic_ver.2.6 I fl #^;fo^tt£>*U R 

toltlZtts P&H»llfflffl7^'J XAPublic.ver. 
1 . tfWJiB^W 6 tlTU £ Z £ & . B3E«H8 1 

^u>^ • ixX^xStBBEXD 
tt#i§l^^£f3$bT^£o 
[0 0 3 9] B7fc BBE*a^— X;u«»fiP 1 3 

bfcH"C»*« *B*#»mtttBK»Wi 
Bf-9*Jfflr;i/^ U XASecret_ver.2.Q,D jMWJfirttt 

tu bebk&b ^-rxij ,iER8«s§a p^>rx5ji © 

* RBSBBt** JJB y X ASecret_v 
X;i/fcfcJU ffl»©ffl*«BBErn 

[0 0 4 0] BBEHS88 1 0 10611 BSE 

mSSl 0 1^43^4*^— X;i/1 3 kPh-tf) 
XTV^S (BEmMl 0 4C^TBEW1 0 1 kH 
-oyfitt— X;H 3#8K*6ftTV**©tts ±t®B 

T^«ifcft«*l/t^5. ) o BSEWS1 0 

1181 0 6£:ftttS*«©x-X;bBU BBEMH 1 0 1 

-SEWJHBg 10 6 V>153&— X;V 1 3 fc^T^*©^ 

[0 0 4 1] ttftoBBEttSx Wt©BEfl«IIBS:*V^T 



^ftfrfeffl^BBEftfrSI** if©? 1 — X;i/* 

HU *©^^^a>t:*»sBIE^^i-;i/ftWBSbT 
c>**»3jMc«fc 5— BWK:«***ok Ltv^o 

>^ ■ ux*>xMB§EXd h:a;u©j|fi«;*7**-r* 
»^Bu a«^**bTV^*BBE ; E^JL-;l/4s*ff*Hfe 
k bT^&:£^— ^3>0ftl/>v • l/Xtf^XSJB 
SEXd M=r;i/£#jigbT\ BBESSC5 1 — 3£fa« 

[0 0 4 2] BSE^SGSSKSB 1 2 fcfc N AW*X 1 0 7 £51 
bTBSE«AV>f X 1 1 PERMS 1 0 4flJ 

^Yrt BBEH»^ -f XW*«ttS 4 HMHSJit ^ 

sbems*-< y r £fi*zt£%mfo&tt*m^Twm.J5 
*scr;i/=fyxAfttft*-r*o ^^i^^^^^r 

SBSET;i/=fyXA3!flW£'r*i«s *©*Wft«»tBi" 
BE^s;*— ;i«8rtcD«»©BIE».SC^^jL 
— ;ud5* n K^tfcs^nfeBBE^;i/rfyxA^-&a-r* 

[0 0 4 3] C d^BBEMtB 1 0 1 &mjm$&Mfr*>* 
>TX4<Z)«B««*SMbfck"rsk, BSE«»1 0 1 
X13&CDTN Xl-^-f X4CDJg&^^ct 

APubl ic^ver . 2 . 6T* CDffl^ffllBSE^fiiST ft S k <D*J Bf 
^ffdo SfeBiE«Sl 0 limWH8Mtfr*>94 X5 

<z)«ffli««^§f§bfck'r^k> ^>rri-^-fX5©ffi 

^;vrf y XAPublic_ver. 1.3*rcD*g^ffllBSEA s SiiST?$> 

[0 0 4 4] CS^^-^-4 Id ^^^^WSKS© 

SMBU MPEGXby— A«#S^ffl^*nfch^>X3K 
— h^:f#TTS5 :r =3-^4 2K:m*"rSo TS^^ 

-^4 2(1 CS^-i— ±-4 l^m*bfeb^>X^— 
h^^^y b*MPEG»Bfc:«e**ifej:b'^>^y -rx h 

y-A^gegrr^o 

[0 0 4 5] AV^3—^4 3tt, 2^tB 

± \.tz^\s* >^ y x h y — AftAv«^fc«*-r*. 

BSHSJAV>r — 7x^ ^ 1 BSFE^J-— ;i*¥8 

t:*» a is^^^y a. — ft ffl Tffl^ffiiJB 

TS^zi— 4 2*sm*bfcMPEGX h y— AftAV 
0 7ft^bTIE0^mil 0 4lCli«o ^pjEft 
«S©3B*i#fe*»^ttx TS^-^-4 2^Ui*bfc 
MPEG* b y-AftAV^^X 10 7 Ca«b*Ct^ 
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[0 0 4 6] OEBJMSIl 0 4 >&\zW9ffl&l 0 4<D 

mmz^rmwrzo wvmxti cmbu £ss^-x 

;x-;i/g¥2 8 hs IPJMJAV-Y >*-7^-< 1 ^s BE 
BH*SaiWW3 2 SEKAI«Ufl»3 3 AV^-^ 
44hs «*iffiSSB4 5^ P7>f^a»4 6^64 

[0 0 4 7] SEQittS* -Y XWftftWSP 2 4 tt, *HEHJ 
«Sfc*5W"*^^>^ * l'XtfVXSBSEXD 

tlTV^o 03 (a) ^^T^UV^ ■ l/^^>^ 
iSBHEXD b =3;i/<2>*ffJKJB^ttN BEWWHS 1 0 4 CD J: 
-5 t&W>IWWJfli7;i/=f "J XAPublic_ver.2.6 N Publ 
ic_ver. Li WBSfoWSftMYfrzl y XASecret_ver. 
1.3, Secret_ver.2.0*^bTV>£fc6D X4) s 
BEBJ3WS 1 0 5 O £-5 t&5B«B&^f U«T;i/=f U XAPu 
blic_ver. 1.3s WSW^^MT)^ y XASecret.ve 

r.2.o^bw§^o (^-rx5) , bebjjwr 1 o 6 " 

(D&o t«MJf>IHfr9*Jffl =J 'J XASecret_ver. 1 . 3* 
5t^bTl^&<Z> (*>fX6) U BERS« 

<£>T\ EEKMtS 1 0 4 OEEffittS* -Y XtiBB&W» 2 4 
Mtt^>f X4#*g*fi£*lTM&o 
[0 0 4 8] HBJJ^i— ;u»2 8«U El 3 (a) £S 
b fc*@3MM5EBJ3 « *a*r 3BE S> ^ — ;uPub 1 i c_ver . 
2.6s Public_ver.l.3 N Secret_ver.2.0s Secret_ver. 1. 
3/b>£>ft3o SEB^i?jL— ;i/Public_ver.2.6s Public_ve 

waw^ftjsiT'^^ y xA^^it^y- b d ^ * ^ & 

*Tt£>^— H>)x7t^5o 

[0 0 4 9] SEiB^^a- ;i/Secret_ver.2.0s Secretjv 
er.l.3«u ^ffi©IEB^gSkl^^*r^>K^^ : i:> 131% 

^m^<om^T)v^ y XA$:^it^^- ho^y* 

b'^7i^i:^e>^Sc EEBJ^jKKRSP 3 2 
tt N AWtJX 1 0 7£tfrbT§MbfcBBE*i§&*-'f Xfcs 
g*#BEW*»* *f 7flMHftW» 2 4 tr«Rp bT ^ * 
gEW3«S*>f Xfcrt>6l23 (a) \zm-tm.my5^Mm^ 
— r^tuanstifc— o^iEB^s^^^yxA*^ 
u BEW-ts^— ;H£2 8t*5v\Tr;i/=fyXAfc:»jE6 

[0050] c: z T-mmmssmfr xi©^att# 

*g«bfcfc-r3fc* I£BJ§#g§10 4tt*-fX4ft<Z) 

— X;i/*> ?>^ISitHt^fiJffl^;UZ3 y XAPubl ic_ver.2.6 
^Tffl^JEMSi*T;i/=ryXA*ff-5^Si:©*l»f* 

fcilT^s BE8WM1 0 4ii^>f X4ft©T*> *>TX4 

- 9 <4 72<Dm&&t>l£ «fe D * S^ttflBfcT 1 - - X;i/^ 6 
HHSMtBff 7 ;b=f "J X A Secret_ver . 2 . OT* ®*B*« 



[0 0 5 1] EWffl!IAV-f — ? ai^ X 3 1 B\ HEP^^e 

Bji^ggre &a z t ftmm%m^m&> h av;n-x 1 o i 

£^bTBffi«S*>*>MPEGX b »J — A*ME8l£ftT < £ 

^s mpegx by-A4seuTft^-iaasP4 5^m*t- 

(a) V^^-^a54 4tts ^gP^6>A^tlT<Str 

mpeg^ h y-Atc^«&bTfi-#5asgP4 5icaa*-r*o 

[0 0 5 2] ff-i§S£iia$4 5 AV^^— 4 4^?> 

m>b^nfcMPEG^ h y — A*ttBEW«AV-f v * * 

^3 l^tH^u^MPEGX b y-A^ifitls m&SMs ~ 

imt, mm, ^ ^ jie^ ^comm^m s k^-tx 

»H4 6 tffiAtSo- K^-f ymU4 6iis DVD-RAM^: 

■feybnsst Tfetr^^r^xh^e^s *tr— a 

CD3iUg*iiSn^^Ts DVD-RAM^g{5(Z)tf > 

b'&mmtz'&zztiz&io m^wmffi 4 5 *stts^ b & 

MPEGX b y— A£DVD-RAM£##&*To 
[0 0 5 3] ■ffiMMIfllBB 1 4SWEWffl»J»SP 3 3 

«u (c) pu^s issewsi 0 i-m*jm$%i 04m 

-e9-+\s>& • UXtfOXS^SEXD h3;i/ff -5WJSPX 
D^7A^f)^5c H8s I9il BBEfllfflfllS.14 

s^/aEBBfiflsjffljgp 3 3 *su»xd ^ A^jzoa^ 

g^t7D-ft-ht$§c *Bltt*fc7n—^-v 
- h(3D#X5 L !yX^43i/^if(Z)J;a^3l^>— >r>x 
^s SSIEfflAV-f — ^ai^^l 1 — BEWWAV-f — 

[0 0 5 4] BSEHS#jBtt^n« v XS 2 5 

fc*5ir^TBK«ft!HBiS 1 4{^5C^-X;i/^->^N*— Nx4 
IiE0^i§ 10 4 C^lt^o uCt^Sf-7;^>^' 

^>o JSIfi^v ^T7XS lU:*5l/^TBBE*SCjaiRSBl 2 
k:BIE«»^^XTx©K^Blt)*ffto^ ^T^XS2 
^^^TAV^^^ 1 0 7 bTBffiEM»S« ^S^BBEW 
XTxS36ttiS:"r*«fc-5BISEffl!lAV-f >^-7x^ 
1 1 ZmfflT Z> c d £ !) BEWS^ -Y X««lftlft8P 

BEfflflAV-f >^-7 x^ll *SBBE«S^-f XTx^^im 
f^) ^t^7S3 t:*5V^TBffiElH»J«8ISB 1 4 iilEB^ 

>f >rry©s««F%ttffl k ft * . 
[0055] -xmwmx&wi&nztizts x^^xs 

t)s ^rS;^-x;i/^->^^Nx<£Sf§*rs^> ffiEHBffli#j» 

gS3 3B7fyXS 4t*5^TEW*S6W?«3 2 fcfiE 
B^mi^^XTyCDg!^5s!9<S:ff^^s 7r^7S5l:* 
l^TBBE»fi«*arfBE*IS^^ XTxCD§«^*>tt?J 
i:ft^>o XT7XS 5<^)S(i^^&iRS8iw*5V^T^ BSEffiU 
AV-f - 7 x * 1 1 &BBE«»8^ -Y XTx^^fs * 
ft^s ^t^XS 6tC^fTbTBEBJ«S^-f XTySB 
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4 >^-7x^3 12HMWX 1 0 7*^bTBBE« 
[0 0 5 6] 3i«f£> 7r^7S7 t^V^TBEW^SM 
^rtt®^- X;ufr SM b fcBHEBSKS* -f XTx SEW 

— ;i/Hy* s &BB8ID&-5* iJJB r;i/=T U X APubl ic_ver. 2. 
6. ^mWS^mm T)^ U X APubl ic_ver. 1 . 3& £ X 
r 77*S 1 7 Mesi:^ ^r^ 8 i:g|Tbt> 

[0 0 5 7] EEHMOAV-f >^-7x^3 1 tf&lB l^fz 
^ ^TVSBSEflOAV-Y >^-7x^ll^§ 

t^c X^^XS 9t*5^TBBE*5aaiRSB 1 2HU X 
f^7S25 fc*5UT3S« bfc^S^r— X;W->;S-Nx 
^tSS^ttflBtr-^fes ^SE^if*^ XTx 
£§^bfcSEiJ8$l§t*-f ^rytKrW^WfenfeBSE^ 
^Hx^TliR-T^o BIE«B^-f ^StWEWiWS*^ ^ 
je*VFft*-fXK X4T?fe*fc&B!£^5SSlRSBl 
2tJ:t) ^HM^f'Jl U X APubl ic_ver. 2 . 6# 
SlR^n*o ^f^7S 1 bfc:*5V%TBBE^ 

HxflJCDBBE^E^i— ;i/Hxi: bT&WB«ra*JJB771/=f U 
X APub 1 i c_ver . 2 . 6©BfiE;S 5£ ^ ^ ^ — ;i/ £ ®» f 3 . 

[0 0 5 8] ^HSIBt^J^r^UX APubl icjver. 
2.6©BE:&5SrE^-- ;v* J Si6*ti*'i:x ^T7 7S 

1 StfYesfcfctK ^r^7S 1 1 fc*5Vvn60Ky hft 
CDSLJSKRndS^SUx dft*^* V #Cha£ bT 

EWMBWitae-r*. £ d %^f^tz^mt^- 

*l/>2^*— *fcbTBIE0ilAV^ >*—:7*-f* 1 IS: 
[0 0 5 9] Xt^XS 8£:fcUT^b>:^--*CD 

&mn%ftM£te^T\,^tzmmmm®>3 3&, 
sr;i/^"uxA<pjjAV^ 7x^x3 

*&g{f-r*£u 7f^7 , S14»ffn o X^ 
yXS 1 4fc*5^T&IMIBf^««r;i/=fyXAPublic 
_ver .2. 6©BSKFSfE ^ ^ — ^ * V > ^7*— * Ch 

£§BStS£ TJVzi \) XA t <fc (kl , Cha) 

[0 0 6 0] flU»$ftfc»*x--*HU UXtfVX^- 
<$7RESh LTBEHflfflOAV-Y >^-7x-f^3 1 S^btB 

fz V X tfV^-^RESSBBHBAV-f >^-7x^l 



lt^mi:, ^f^7S12tfYes (g«bfc) i: 
a«f^7S 1 5\Z&iJTZ>o Xt^XS 1 5fil 
&HaHS** | Jffl^^VXAPublic„ver.2.6(DBII^S; 
^^i-)UClxX^>X^-^©1fi^b*ffto^ 
S^(k2,Res)fc^^U>^-^Chah©-Sl*J^*fir 
o z t £ J; t> ffiHj«g^^iE^a; iOTfe^^S^JWr * 

[0 0 6 1] ^±(3Dltt0^{^^U>^ • bX*>X^B 
|EXD h 3;V4$^ttgftr-^?)^bfc^ & 
t^i/>s;. ux^vx^BBEXd b3;i/*xtr— b- 
^l^-x;^^^^-r^^^ov^T^-r^o xtr 

— MSSfc^— 7MZ&\,^T, ^71-^ X4£>jfc&£*'& 
SWB«»*Jffl7;i/=ry XASecret_ver.2.0 
<Z)BfiE;&3fE ^ ^ — ;i\ BEUfljSStrE ^ a -;i/#**iS-3 
tftT^bX^XS 1 0, X^XS 1 3 ^V^TC 

[0 0 6 2] X^XS 1 3^*5l^TS»^nfeERSS" 
^ ;i/tflMWW-Waffl7;U=f U XASecret_ve 
r.2.0^^X^^XS 1 7^No^^^>^5 1 ^XS 3 3 
^Yesh^^X^^XS 2 8 t^ff UT> ftl/>^T 

3 y X A Secret_ver . 2 . OCDBSESS^E V ^ — 
n^ils ^fy7S16Mo«^ X5r-/XS3 2# 
Yesi:^oTX^^XS 2 7 Z> * X^^XS2 

7^*5l>T64tf^ bft©aSHtad££fiRU CtiS:^^ 

«fc D*^*tlfca»«±^"fr ^ ^ bTBffiEfflflAV 

So ejsg&s ^r^rs 2 9t:t)Wi/7#>^T-^ 

[0 0 6 3] X^^XS 2 8 ^^V^T^-A' VVv^— ^ 
©S«^t»«SBfc^oT^fcBEBJiffliJ»JfflJSB3 3 fck AV^T 

X^^XS 3 0t»ff1"*o X^^XS 3 Ofc^TBE 
BHMMMBS 3 3 tt«WBWff^«fflr;i/=J »J XASecret_v 

Sggtg* r ;i/ =f y XM:<k4 ^ ( k 1 , Cha ) Sf^fiK 

[0 0 6 4] ft)££tltzm%y : -*&, UX^JOX^- 
^fcbTBEBHfflJAV^V^ — 7x^f^3 l*^bTBBE« 

fr62isntsfei/^#>^f- ^*BffiEifflAv>r >^ 

-7x^ 1 1 #5*1-3 *U X^^XS2 9#Yes 
(Sflbfc) tfe^f^7S 3 lW£ff-r*o X^^ 
XS3 lT*ii> 8J®giBt^fiJfflr;i/^yXASecret_ve 
r . 2 . OCDBIE^a;^ — ;i/ C V X * > X ^ cd«-§- 
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[0 0 6 5] W±©Bl^B^^V>^ • U**>X£!B 
gE^n b=j;i/S^tr- K«^x-X;i/3fr&«Bebfc#x 
1/ >v • b*#>Xg!BEXD b ^k bT 
8HB>IBff**ifflT;i/J U XASecret_ver. 1 . 3tf 

Xjufcisw^ xi-*-f X4<z)ffl#-&fo-tf 

fctts aflMilt^Wfflr^^ U XASecret_ver. 1.3CDB 
T^^T^rSlO^ 7fy7S 1 Z\Z#UXZftt> 

[0 0 6 6] 3 fc^TfittSftfcEWi^ 

jfc-t ^ -;v**8«BBm»*J« 771" =f U X A Secretive 
r.l.3^^r^7*S17, XS 3 3 tfNofcfe* 

^f^7S 1 9 ASYesfc&tJXx^XS 2 1 IZ&frL 

ffi«H&-3* Jffl ! J X ASecret_ver . 1 . 3<Z>BE:& A=E 

3 2#NohfttK ^f^7S 1 8#Yeshft^T;*^y 
XS 2 0£#fir-f£o ^ry7S 2 0fc::j3V^64hry > 

bT»&E(kl,Rnd)*^* UV^t*— *Cha£ UTEBJ« 
S8fl8£3!«r3o ^ l/V^-^ttBEMAV^ 

£^uei®»«i 0 4c^^o 

7f^7S2 SlZ&^TUXif^Zy 1 — #Res<£>§ 

[0 0 6 7] 7r^7S 2 1 £:fcV^?-^ 1/ VS^t*— 9 
(jfjgfSM t&ot^ fcE^JSOTSP 3 3 fcfc, EE 

75^r;i/^yxA{pjjAv-r>^— ^3 i^^u> 

^>;/XS 2 2fc:*5V^T»a5ttBff^*'Jffir;i/^yXASecr 
et_ver.l.36DBSE^5C^ ^j-— V^t*— * 

Us 8BWi»* y X A £ £ t> D(kl ,Cha)©»9 

flOAV^f >^-7x^^3 1^ UTBSEtSS 10 1 tfs 

bT^ft^ft^kfcftSo 

[0068] ErowsfrfeSMarnTSfcu^^^T 5 
— ^sBaHWAv>f i itfgef£kx * 

^^fr-r a o * y x s 2 4 1* fck 8HM»wjfli r ;i/ 

^yXASecret_verJ.0©BIE^5C z E^J.-M3l/X^ 

[0 0 6 9] &±<D&oJz*mm.miz&ti&, be«is 

5C * ^ a «R©EflJ»55t € ^ a WtfcT 



ctoT> Jffi^WBECfflV^^SBBESSC^^^-M 

Mfirft * 3 £ i: #«E£ ft£ 0 
[0 0 7 0] c©«t5tBSE«S©»*5aBBE35a;i: 

^itftoti^fA BE»8kEBJ3«S#£GD<fc 
5 ftfi»6bfCftot * ifirt* «SBEfr Rlf g k ft £ • 
S±^4*a^£bfe5 t -x;l/*Rij■TV^*a)T^ BEttS 
fcflB*fc*ifc«8y*— ^aXOBESSt^E^a.— ;k IE 
IcfiS* £ nfcttBv v 3 >©E WE&arE ^ a - 
;ud? %s «4)S±ttA $ i«v>*©**a¥ffllBEfc:i^-r*J 

[0 0 7 1] 3f±tt«5fe^-X;vi:ttsyK:. * fcf- 
ffJfcbfcT 1 — X;i/£t£ttTi^3©T% BEtt8£1M*.& 

MjtfenfcttBy^-^aVCEffl^a^^i— ^©-5 

«fei^ft*©ftffl*«BEfc:*lffl-rs^i:*TS 
So IrK *HJEBffi^*5V^ra N BE«SSt5EeB«S 
tBE^st^-X^ftpgB 1 3 ^ISttTs e«ibsfflv^ 
BE^& K»S*8WT5J:^tUfc#s -^(Bl© 

1S^|IlS^ft^c ) o 

[0072] zom&s &&m*#ir2>m<Dm&&, m 

*S»bTx ffl¥ffil©iEStl*BE-r*o ££s 
?KS8t:*5l^tt (a). V«l»BB©Sfigfflt:^S4 s a^* 
tifc =3 * * * ^31f§^ - X;i/ S H?'J t b T KQS Sfr o 

[0 0 7 3] IC, * UXJK>^SBEXD 

b 3;i/-ettftv^fflfffllBEXD Y^Mzfom bT4) <t 
V^o ^^l/>v • V^^O^SBEXd bn;!/T*iifti^ 
ffl¥filBEXD bn;i/i:bTiis — ;&iaBE#8a*#y!J 
^SC#»*o i©^SC^ BEWSx EB8«S^*n* 

T Flj] ^^^tL Tl ^^ 0 BEWS^y^^bfi* 

*EWW»fc3as*i"* Ew«»tt-e©»3e« 
*BE«ist:a«"r*o 

[0 0 7 4] »«SftfcE(kU)fta»-f*kx BE« 
S»E(kl,l)*8iffi8tkl*fflV>Ta^bTs ^©filk, 
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ffl¥«EBE*siE»t:ff*)tifce*ii«l-r*. lEttfiK** 
[0 0 7 5] 

v *T a«4fr a MM 3 ci £ £ «fc t) 3*58* ft 

^t^^- v^^rmmtm^ fe8>\zm^&mmm 
[ o o 7 e ] ma g» s ^©^s^'Jffi7-n b 

*Jffl r d b 33 ;i/ b frmfx T* & 1\ Wf-^atlWUffl b ^ 

3lffi#?T;t&£fc#«SE£ft*o CG^-Sfcii 
(SCD^frAHSSiE^ ft * fc i& Bg^&ffi«J8 :7 p b 33 ;b<£) 

ffi*a)2a*»^«nC2^i©t!Mlt^«<^)J!fl^to^^:^ 

bTu*«stii«i^ firmans* m^fttdmm 
a^r^s^OT^o bn;i/*Sui3-©rD v^jut 



[ 0 0 7 8] J:titf Sllsrfffl^fllfc^R© 

[0 0 7 9] ^^t^fgf|ijffl7D b 
BBE7D b ^;UT-fc D v fiufB^n b r3;i/*Hfeal«SBttx 
bfc«*«B«Ern b n/ufc J: 

«Sftb J IE ^ ftflMBMHTC * 5* * ^J^~T 5 BSE3 
[0 0 8 0] ^B^cfctiKx r^^Mb^nfeWlf 

5 1 — ^*«RW8'JIB«bT*$t)N SIKgDt 1 — ^VUtaa 
■6* l co^-^i/ic:^ awMWRott^-s-fc-a-icisv^T 
ffiv^^#ffl^ffllJigaE7n b^;i/h bT^tt^v^ffl 

*$v^ffl^s^stB*«BHErp b ^)\^t LTwmmm. 

jgbTv ^-^MBiSg|5^IBffibTV>55 i -^;b<^at> 
MIC«!t*««*ll*s Sul2^SPtt> zr-7)V 
bTs ta^il^S^Pbfe^— 7;i/tc4$»*ffl¥«BBEr 

[0081] ^cDwaicjiniiewau^^wKiaa© 

Bg Uffl b 3J ;i/«*ff T * **ffffi:*7#& 
-&s «»©Bg^tt«BPJffl^c b33;i/CD^*>S^:ttt s **) 

IB«bT*»«x 2o©flWR«»tt, J:6S±tttf?B^ 



(ll) 
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»ii6fl|«#iaiS3f*iT*J iuSB 1 W±07D 

[0 0 8 3] C<Z)«fc^t:«jffi^*L«x &mt&*fcmm 

BBE^n Y^JVt omfriitt #BBE«»x IEBjfti^<E>;& 

[Ell] BHE^~IEfl)l«»IH<O^JB«*^"ria"C» 

[02] tnK0)BSE4t»h N «»<Z>8EW»»i:<Z)IBh3E)ffi 

[03] (a) 02^Tffi*ffi!lBiiE>'^7 i Ak:^T 

(b) El 2 fc^*rBBE«l» 1 0 1 -mM$m 10 6C N 
03 (a) IZTF-tWM^-YCDo*, ¥<Dffim^—Ytt 



[04] (a) - (c) fiB»B»3pJfflr;UJUXA, 
[07] EBE#^-X;u««f«l 3*s«»bTV^^ 

So 

[08] BBEffll$J«S 1 4»l«E8§«WJW» 3 3 

So 

[0 9] BBEflffllfllS 1 4»WEW«WJ»BB 3 3 #*-r 

So 

4 BBEMS* -Y - r««tSttSB 

8 BE^E^i-;i/» 

1 1 BBEflAV"f - 7 x. * 

1 2 BEE#5CffiRS 

1 3 BBE#5S^— :/;HSKS5 

1 4 BBEfllfflKPS 

2 4 BEQIHBS* 4 

2 8 BEW^E^i— ;v» 

3 1 BEBJiflHAV-f >^-7x^ 
3 2 BEB^SCSRS 

3 3 EEq§fll9Jffil9 

4 1 CS^-tl-^— 
4 2 TS5rZ3-# — 
4 3 AV^*n-^'— 
4 4 AVer =3-^*- 

4 5 ft ^mm%$ 
4 6 v^jymm 

1 0 1 BEEWS 
1 0 2 BSE4HS 
1 0 3 BEE4R8 

i o 4 mmws 
1 0 5 Mwm% 

1 0 6 BERttS 
1 0 7 hWZ 

108 ^— V^3>lfjL— ^ 
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[HI] 




[H6] 





Type:] 


Type: 2 


Type:3 


Type:4 
Type:5 
Type:6 


Publlc.ver. 2.6 
Public.ver. 1.3 
Secre^ver. 1.3 


Secretjver. 2.0 
Publicjver. 1.3 
Secret_ver. 1.3 


Secret_ver. 2.0 
Secret_ver. 2.0 
Secretjver. 1.3 
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[03] 



[Q94] 



(a) 



T ypeil 

?ublic_ver. "Z1T 



Tubllc_ver. 1,3 

Tin 



~Secret_ver. 1.3 
"Secrelver. 1.0 



Type:4 

Publlc_ver. *.t> 



Fublic_ver. i. 3 
"5ecret_ver. 1.5" 



Secret_ver, 2.0 



(b) 



Type:2 
PubUc^ver."Q 



Type:3 



Secreiver. 
Secretjver. 1.3 I 
"Secret_ver. 1.0 | 



^ecret^ver, pT| 
Secret_ver. 1.3 J 



Type:5 



Type: 6 



PubUc _ver. 1,3 J . 

-Secret_ver. CT] f Secreiver. O] 



Type;l 


Type:2 
«E£B102 


Type:3 ] 


Type: 4 


Type:5 


Type:6 1 



(a) 

Secreuver 1-0~1- 3 



cha=E(kl,r) 



cha=Res 
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